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HanpasenAeT ANA cBeaeHus paspaboTanHbie BpemenHoii komuccueit Coseta deaepauun no passuTio
nHdopmaLMoHHOro O6LecTBa MeTOAMYECKME PEKOMEHAAUMM O pasmelleHuu Ha MHDOPMALIMOHHBIX
cTeHAax, OPUUMaNbHBIX MHTEPHET-CAHTAX M APYTMX MHPOPMALMOHHBIX pecypcax o6uweobpasosaTenbHbIX
OpraHu3auuii W OpraHoB, OCYWECTBAAIOWMX YynpaeneHWe B chepe obpasoeanua, uMHPOpmaLuM O
fe30nacHOM NOBEAEHWUM M NCNONbL30BaHWUK ceTh "UHTepHeT".
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MpunoeHue

METOAWYECKME PEKOMEHOALWKA
0 PA3MELLEHUU HA UHOOPMALIMOHHBIX CTEHOAX, OPULIMAJIbHBIX
WHTEPHET-CAMTAX U APYTUX MHOOPMALIMOHHbIX PECYPCAX
OBLUEOBPA3OBATENbHBIX OPTAHW3ALMIA U OPTAHOB, OCYLLLECTB/IAIOLLIMX
YNPABNIEHWUE B CPEPE OEPA30BAHWA, UHOOPMALMK O BE3ONACHOM
NOBEAEHWUM U UCNONB3OBAHMMU CETU "MHTEPHET"

JKcnepramu W uneHamu BpemenHoW Komuccuu  Coeera Pegepayi  No  pPasBUTHIO
uHdopmaumonHoro obulectea B pamKax BbINONHEHWA PEKOMEHZAALMIA NapAaMEHTCKUX CAYLIaHWiA
"AkTyanbHble Bonpocel obecneyeHua 6GesonacHocTM WM Pa3BUTUA aeteid B MHGOPMaLMOHHOM
npocrpaucree”, kotopbie npownu 8 Cosere ®epepaunn 17 anpens 2017 r., 6binu pa3zpaboTtaHsbl
METOAMYECKME PEKOMEHAAUWM O Pa3MeLLieHUH Ha MHGOPMALMOHHBIX CTeHAaX, 0DULMANBHbIX MHTEPHET-
calitax M Apyrux MHGOPMALMOHHLIX pecypcax o6uweobpasosaTenbHbix OpraHW3auuii M OpraHos,
ocylwiecTenAoWmMX ynpasnenue B chepe obpasoBaHus, uHdopMaumu o fezonacHoOM MNOBELEHWMH W
MCTIONB30BaHUM ceTh "MHTepHET" (aanee - METOAWYECKHE PEKOMEHAALMN).

MeToMyecKMe PEKOMEeHAAUMM HanpasieHbl Ha KadecTBeHHOe MOBbIWEHWE  YPOBHA
UHHOPMaUMOHHOI AeaTensHocTH 06uieobpasoBaTenbHbix OpraHu3aLyii U OpraHos, OCYLUECTBARIOLMX
ynpasnenue B chepe obpasoeaHua, B HacTH MHOOPMHPOBAHMA YUYALLMXCA, UX poauTenei (3aKOHHbIX
npeactaeuteneil) W neparorvyeckux paboTHMKOB 06 OCHOBHbIX acnekTax MHPOPMELMOHHOM
BesonacHoOCTH.

MeToaM4ecKMe pekomeHaauun nossonat obuweobpasoBaTenbHbIM OPraHM3auMAM U OpraHam,
OCyWecTBAAOWMM ynpasneHve B chepe 06pasoBaHWA, aKTYaNM3UpPOBATL YiKE ucCnonbyembie W
pa3melLeHHbie MHGOPMALIMOHHbIE MaTepHansl, TaK U NOATOTOBMTL X B C/IYHAE UX OTCYTCTBAA C YHETOM



AYYLIKMX NPAKTUK M PEKOMEHAALMHA.
B pamKax METOAMYECKUX PEKOMEHAALMI PacCMATPUBAIOTCA CEAYIOLUME MHCTPYMEHTE:
1. MHdopMaUMOHHBIE CTEHABL,
2. obMuMansHbie MHTEPHET-PECYPCh;

3. cpe/CTBa MaccoBoi HHGOPMALWK (WIKONbHbIE Fa3eTbl, NeAArorMyecKue U3AAHUA U opyrue).
MudopmaumoHHbIe CTEHADBI

Ha uHbopmaumMoHHbIX cTeHaax 8 obuieobpasoBaTencHblX OPraHU3aunax, pacnoNoKeEHHbIX B doite
yupewaeHuit M B KabuHeTax, OCHAWEHHBIX NEepPCOHANBHBIMM yCcTpoicTBaMM ANA BbIXOAa B CeTb
"WHTepHeT", PEKOMEHAYETCA Pa3MECTHTL MHPOPMALMOHHBIE NAMATKH, COAEPHKALLUE OCHOBHbLIE coBeTh
no o6ecrneyeHnto MHpopmaLMoHHoH 6e30NacHOCTH YHaLLMXCA.

B npunoxenuu N 1 K METOgMYECKUM PEeKOMeHAaUMAM npeacTaeneH obpaseu, NamaATKU Ona
pa3meLLeHUA Ha MHHOPMALIMOHHBIX CTEHAEX.

Cpepctea MmaccoBoi MHGOpMaLMK

B cpeacTsax MaccoBoit MHGOPMaLWM, OPUEHTUPOBAHHLIX H3 OBy4aloWMXCA, peKOMeHAYeTCa B
TeueHue yuebHoro roga perynapHo nybnukoBath MHpOpMaLMOHHBIE Matepuanbl, TMOCBALIEHHbIE
OTAENbHBIM acnektam MHGOPMALUMOHHON 6e30nacHOCTH, a TakKe pasnuyHbie NamATKU obwero
xapakTtepa.

B cpeAcTBax MaccoBOW MHGOPMauWM, OPUEHTUPOBAHHBIX Ha NeAaror1uyeckyto 06ecTBEHHOCTD,
PEKOMEH/AYETCA B TEYEHME KaneH/apHOro roAa perynapHo nybankosats MH(POPMALMOHHBIE MaTepHansl,
NOCBALEHHbIE OTAENBHBIM aCNeKTam MHGOPMaLMOHHON 6e30NaCHOCTH KaK HECOBEPLUEHHONETHUX, TaK U
061eobpa3osaTeNbHbIX OPraHU3auMi, a TaKKe Pas/yHbie NamaTky, ob30pbl HOpMaTMBHO-NPaBOBOTO
perynupoBaHua AaHHOW chepbl U MHPOPMALMIO O aKTYaNbHbIX MEPONPUATHAX W cobbITUAX B A3HHOM

chepe.

B xoge nposegeHuA EauHoro ypoka no GesonacHocTH B CeTH "WHTepHeT" peKoMeHayeTcH
0BecnedmTs BbiNYCK TEMAaTUYECKOro BLINYCKa CPeACTBa MaccoBOi MHbOpMaLUU nubo cepuu nyBauKauuid,
cpeAy KOTOPbIX PaccMOTPeTb OPraHM30BaHHbie MEepPONpUATHA ANA obyualowmxca, WX poauTenei
(3aKOHHBIX NPeACTaBUTENEH) U Nearornyeckoi obIecTBEHHOCTH.

OduymaneHbie UHTepHET-pecypcbl

O6weobpasosaTenbHbiM OpraHu3alAM PEKOMEHAYETCA Ha CBOMX oguuMancHoliXx WHTEpHET-
pecypcax obecneunTb (yHKLHOHMPOBaHWE CaMOCTOATENBHOTO W CNELMAnU3MpOBAHHOTO paspena
"MHbopmaumonHaa GesonacHocTb', B pamKax KOTOpPOro npeaycmoTpeTe pasMelleHne cnegyloulein
uHbopmaLn:

N Pazpgen/nogpaspen | Popmart npeacTasneHus Cogepmanue maTepuanos
maTepuanos
1. |NokanbHbie Konwu AOKYMEHTOB B Pa3ameLlanTcA KONk JOKYMEHTOB, T.€.
HOpMaTHBHbIE aKTel B | popmaTe *PDF CKaHUPOBaHHLIA BAPWAHT JOKYMEHTa,
chepe obecneyeHus cooTeeTcTBYOWMIA TpeGoBaHWAM K
nHbOpMaLMOHHOM napameTpam CKaHWpPOBaHMA.
BesonacHOCTH Pa3mellaloTca AOKYMEHTSI,




o0by4valowmxca pernameHTUpYHOLLME OPraHn3aLmio u
paboTy c nepcoHanbHbIMK AaHHBIMM,
nnaHbl MeponpuATKii no obecneyeHuio
uHbopmaumoHHoii 6esonacHoCTH
obyualowmxcs U apyrue.

2. |HopmartueHoe Konuu AOKYMEHTOB B MyBAMKYOTCA aKTYaNbHbIE CBEAEHWA O
perynupoBaHue ¢opmate *PDF denepanbHbiX M PETMOHANBHBIX 32KOHAX,
nUcbMax OpraHoB BNACTH U Apyrue
HOPMaTUMBHO-NPABOBbLIE JOKYMEHTLI,
pernamexTupytome obecneyernue
uHPOpMaLMOHHOI BesonacHocTK
HecoBepLWeHHONETHMX. [lonyckaeTca
EMECTO KONWiA pa3melLLaTb rMnepcchiikuy
Ha COOTBETCTBYIOLME AOKYMEHTBI Ha
caiTax OpraHoB rocya4apcTBeHHOMN BAacTy.

3. |MepgarorMyeckum TeKCT Ha CTPaHUUE CaifTa | PasmelaloTca MmeToauyeckme
paboTHWKam Konuu gOKYMEHTOB B peKOMEHOALHUM M YKa3bIBAETCA
popmare *PDF MHGOPMALMA O MEPONPUATUAX, NPOEKTaX

W Nporpammax, HanpaeaeHHbIX Ha
noebllleHre MHHOpPMaLMOHHOM
rpamMoOTHOCTH Nejaroriyeckux
paboTHWKOB.

4. | Obyyaowmmca TeKcT Ha cTpaHuue caiiTa | Pasmelaetca MHGOPMaLMOHHAA NaMATKE
(npunosxenue N 2) 1 yrasbisaeTca
MHHOPMALMA O MEPONDUATUAX, MPOEKTAX
W Nporpammax, HanpasneHHbIX Ha
NoBbIWeHME HHHOPMALMOHHOI
rpamoTHOCTH 06y4aIoLLIMXCA.

5. |Pogurenam TeKCT Ha cTpaHuue caiita | PasmewaeTcA MHGOPMaLMOHHAA NamATKa
(3aKOHHBLIM (npunomenue N 3).
npeacTaBuTENAM)
oby4aoLmxca

6. |[Detckue GesonacHble |TeKCT Ha CTpaHuLUe caiiTa | PasmewiaeTca MHGOopMaLKAa 0

CaiThl PEKOMEHYEMBIX K MCMONL30BAHUIO B
y4e6HOM npouecce 6esonacHeix canTax,
BaHHepel 6e30NacHbIX JeTCKMX CaliTos.

OpraHam, OCYWECTBAAIOWMM ynpasneHue B chepe 06pasoBaHuA, PEKOMEHAYETCA HAa CBOMX
oduumaneHex  MHTEpHET-pecypcax ofecneuynTs  GYHHKUMOHMPOBaHME  CaMOCTOATENbLHOTO W
cneuManvsuposaHHoro pasgena "MudopmauuorHan Ge3onacHocTk", B paMKax KOTOpOro NPeaycMOTPETb
pasmeleHune cneayolei MHgopmauuu:

Mpunomenne N 1

NAMATKA



ONA OBYHAKOLWXCA OB WH®OPMALIMOHHOW BE3OMACHOCTH DETEW

HENbL3A

1. Bcem noapag cooblate CBOKO HacTHYO MHGOPMaLWIO (HacToawme uma, bamunuio, TenedoH,
aj|pec, HOMEeP KO/, 3 Takxke doTorpaduu CBOM, CBOEH CeMbM W Apyseit);

2. OTKpbIBaTh BAOXEHHbIE (aiinbl 3NEKTPOHHOI NOYThI, KOTA@ HE 3Haellb OTNPaBUTEeNR;
3, Tpy6uTh, NPUAMPATLCA, OKa3bIBaTh AaBNEHME - BECTU CEOA HEBEMKMBO W arPeCcCUBHO;

4, He pacnopsmaiica feHbramu TBoei cembu 6e3 paspelieHus CTapumx - Bcerpa cnpalmMBan
poauTENei;

5. He BCcTpeuaiicA ¢ WHTEPHET-3HAKOMbIMM B PEaNbHOW KM3HMU - NOCOBETYMCA CO B3POCABLIM,
HOTOpOMY Q0BepAELLb.

OCTOPOXHO

1. He sce nuwyT npasay. Yutaews o cebe Henpasgy B WHTepHeTe - coobuwy ob sTOM CBOMM
POAMTENAM MNK ONEKYHAM;

2. MpHrnawaoT nepenuceIBaTbCA, Urpate, 0BMeHUBATLCA - NPOBEPSL, HET M NOABOXA;
3, He3aKoHHOE KonupoBaxue gainos B MHTEpHETE - BOPOBCTBO;
4, Bcerpja pacckasbiBai B3pocabim 0 npobnemax B CeTH - OHM BCeraa NomoryT,

5. Wcnonb3ayit HacTpoiiku 6e30nacHOCTM M NpUBATHOCTM, 4TO6bI HE NOTEPATL CBOW aKKAYHTHLI B
COLLCETAX M APYrUX nopranax.

MOXHO
1. YBaait Apyryx nonb3osaTenei;
2. Monb3yewsca NHTEPHET-UCTOHHUKOM - A@NAIA CChINIKY Ha Hero;
3, OTKpLIBaM TONLKO TE CCbINKK, B KOTOPBIX YBEPEH;

4. O6waThcA 3a NOMOLWBID B3POCNbIM - POAWMTENM, ONEKYHbl U aAMWUHUCTPAUMA caWToB BCeraa
nomoryT,

5. Mpoitau oByueHure Ha caiTe "CeTeBMYOK" W NONY4YKM NacnopT undpoearo rpa HuHa!
Y

Mpunoxenue N 2

MH®OPMALIMOHHAS NAMATKA
[NA OBYYAIOLMXCA [1A PASMELLEHUA
HA OPULMANBHBIX UHTEPHET-PECYPCAX

C KaabiM roflOM MONOAEKM B MHTEPHETE CTAHOBMTLCA BO/bIWE, 3 WKONBHUKK OAHU W3 CaMbIX
aKTUBHBIX nonb3oBaTeneid PyHera. Memway Tem, NOMUMO OTPOMHOIO KOJIMHECTBA BO3MOMHOCTEH,



WHTepHeT HeceT 1 npobnemsl. 3Ta NAMATHA A0/1KHA NOMOUb Tebe He3onacHo HaXOAMTBCA B CETH.
KomnboTEpHbIE BUPYCHI

KOMMBIOTEPHBIA BUPYC - 3TO PasHOBMAHOCTb KOMMBIOTEPHLIX MPOrpamm, OTAMYMTENLHOIA
0co6eHHOCTBIO KOTOPO# ABNABTCA CNOCOBHOCTL K Pa3MHOMEHUI0. B AoNONHEHKE K 3TOMY, BUPYCbI MOTYT
NOBPEAUTL WM NOAHOCTBIO YHUUTOMMTL BCe daiiibl W AaHHbIe, NOAKOHTPO/IbHbIE NONb30BATENIO, OT
WMEHM KoToporo Bbina 3anylieHa 3apakeHHan NPOrpaMma, a TakKe NOBPeauTL UM AAKE YHUUTOXUTL
ONepaLMOHHYI0 CUCTeMy CO BCcemu dainamu B uenom. B GonbwinkcTee cnydaes pacnpoCTPaHAKTCA
BUPYCbl YEPE3 UHTEPHET.

MeTogpb! 3alMThl OT BpE40HOCHLIX MPOrpamm;

1. Mcnonb3yit COBPEMEHHbIE ONEepaLMOHHbIE CUCTEMBI, UMEIOLME CePbe3HbIN YPOBEHb 3aLKTLI OT
BPEAOHOCHDIX NPOrpamm;

2. nMoctosHHo ycraHasnueail mnayth (yndposBole 3annatku, KOTOpbie aBTOMATUYECKM
YCTaHaBAMBAIOTCA € LeNbio AopaboTku nporpammbl) v apyrue obHOBAeHWA cBOEN onepauuoHHoM
cucTembl. CKaumsail ux Tonbko ¢ oduumancHoro caitta paspaborumka OC. ECiM CYLECTBYET peXuM
aBTOMaTHYeCcKoro 0GHOBNEHWA, BRIKYM €ro;

3. PaboTail Ha CBOEM KOMNbiOTepe Nog Npasamu No/nb30BaTeNA, 8 He agMWHUCTPaTopa. 370 He
NO3BONUT BONBLWMHCTEY BPEAOHOCHBIX NPOrpamMM WHCTANNWPOBAaTLCA Ha TBOEM MepCoHanbHOM
KOMMNbHOTEPE;

4, Wcnonbayd aHTMBMpYCHble NporpammHble  NPoAyKTbl  H3BECTHBIX npoussogutenei, c
asTomatuyeckum obHoeneHuem Bas;

5. OrpaHuub GUIMHEcKMid JOCTYN K KOMMBLIOTEPY AR NOCTOPOHHUX WL,

6. Mcnonbayit BHeWHUe HoCUTeNW MHDOPMALMK, Tak1e Kak dewka, AucK unn Gain us UHTepHerTa,
TO/IbKO M3 NPOBEPEHHbIX HCTOYHWKOB,

7. He OTKpbIBaii KOMNblOTEpHbIE (aiinbl, NONY4EHHbIE W3 HEHAAEMHbIX WCTOYHWKOB. [awe Te
daiinbl, KOTOpbie NPUCNan TBOH 3HAKOMbIW. Jlydlle YTOYHM Y Hero, OTNPaBnAn M OH Tebe ux.

Cetu WI-FI

Wi-Fi - 370 He BIUA Nepeaaym AaHHbIX, HE TEXHONOTWA, @ BCero v 6pena, mapka. Ewe 8 1991 roay
HUAEpNaHACKans KOMNaHua 3aperucrpuposana 6Gpenp "WECA®, uto o603HaYano cnoBocoOMeTaHue
"Wireless Fidelity", koTopbii nepesoauTca Kak "6ecnpoBoAHas TOYHOCTb".

[lo Hawero BpemeHk aowna apyraa ab6peenatypa, KoTopas ABNALTCA TaKOM e TexHonoruei. 31o
ab6pesunartypa "Wi-Fi". Takoe HasgaHWe BbI10 AAHO C HAMEKOM Ha CTaHAAPT BbICLLUEH 3BYKOBOM TEXHUKK
Hi-Fi, 4To B NnepeBoge 03Ha4aeT "BbICOKaA TOYHOCTL'.

[la, BGecnnaTHbli WHTEpHeT-gOCTYN B Kade, OTeNAX W a’ponopTax ABNAETCA OT/ MYHOM
BO3MOMHOCTBIO BbiX04a B WHTEpHET. Ho MHOr1e 3KCNepThl CHMTAKOT, YTO obwegnoctynHbie Wi-Fi cetu He
ABNALOTCA Ge3onacHbIiMu.

CogeTsl no GesonacHocTu paboTel 8 06wegocTynHbix cetax Wi-fi:

1. He nepegasait CBOIO IMUHYI0 UHGOpMaLMIO Yepes obuwepoctynHbie Wi-Fi cetn. PaboTan B HMX,
¥eNaTenbHo He BBOAWTL Naposiv AOCTYNa, IOTWHbI U KaKWEe-TO HOMEPa;

2. Wcnonb3yit W OBHOBNAH aHTMBUPYCHble nporpammel W BpaHamayep. Tem cambim Tobl



obesonacuwb ceba OT 3aKaukn BUPYCa Ha TBOE YCTPOHCTBO;

3. Npwu ucnonb3osaHuk Wi-Fi oTkAI04M GYHKUMIO "OBwwuii goctyn K dainam u npunTepam”. flaHHan
dYHHUMA 3aKpbITa N0 YMOAYaHWIO, O4HAKO HEKOTOPble NONB30BATEAU AKTUBHUPYIOT ee ANA yaoberea
ucnonb3osaHua B paboTte unu yuebe;

4, He wcnonbayi nybnuuubiidi WI-FI ana nepepayd JIMYHBIX OaHHbIX, HANDUMEP ANA BbiXOAa B
COUManbHble CETH MNK B NEKTPOHHYIO NOYTY;

5. Mcnonbayil ToNbKO 3almlieHHoe coeauHeHune yepes HTTPS, a we HTTP, T.e. npu Habope Be6-
aapeca ssoau MmenHo "https://";

6. B mobunbHom TenedoHe oTHMOuM dyHKuuio "Moaknioyenne K Wi-Fi aBTomatuuecku”. He
AOMNYyCKai aBTOMaTUYECKOro NoAKIo4eHNA yCTporcTea K cetam Wi-Fi bes TBOEro cornacua.

CouuaneHble CETH

CoumanbHble CETH aKTMBHO BXOAAT B HALUY KW3Hb, MHOTWE NI0AK paboTatoT U XKUBYT Tam NOCTOAHHO,
a B Facebook ye 3aperucTpupoBaH MUNANEPJ Y€N0BEK, YTO ABAAETCA OAHON cebMOIA BCEX MUTENEN
nnaHeTbl. MHOTME NoNbLIOBATENW HE NOHUMAKT, Y4TO MHPOPMaUWA, pasMELEHHAA UMK B COLWANbHBIX
CeTAX, MOMET BbiTh HaAEHa M MCNONB30BaHA KeM YrOAHO, B TOM yucne He oBa3atentHo ¢ Bnarumu
HaMepeHUAMM.

OcHOBHbIe coeeThbl N0 He30NacHOCTH B COLMAaNbHbIX CETAX:
1. OrpaHu4b CNUCOK Apy3elt. Y Tebs B Apy3bax He A0MKHO BbiTb CAYHARHBIX U HE3HAKOMbIX nwoaein;

2. 3awMwaii CBOK YacTHYK0 KW3Hb. He ykaseisail naponw, TenedoHbl, agpeca, AaTy TBoero
POMIEHUA W APYTYIO TUUYHYIO UHGOPMALMIO. 3N0YMBILLNEHHMKM MOTYT UCNONb30BaTh Aake MHbOpMaLMIo
D TOM, KaK Tbl ¥ TBOW POAMTENM NNAHWPYETE NPOBECTH KaHWKY/bI;

3. 3awMLLaii CBOI PenyTaumio - AepH M ee B YWCTOTe W 3aaasait cebe sBonpoc: xoten Bbl Tbl, 4TOBLI
ApYrMe NoNb3oBaTeNu BMAENM, YTO Tbl 3arpywmaews? Mogymaii, npexae Yem uto-To onybaukosars,
HaMuCcaTh U 3arpy3uTh;

4. Ecnv Tol FOBOPHLLb C NIOALMM, KOTOPbIX HE 3Haellb, He UCNONb3Yi CBOE peansHoe UMA U ApYryo
JIMYHYI0 MHGOPMALIMM: UMS, MECTO MWUTENbCTBA, MECTO y4ebbl M npouee;

5. Waberaii pasmewenua dpotorpaduin B UHTepHeTe, rae Tol u306pakeH Ha MECTHOCTH, NO KOTOpO#A
MOMHO ONpeaenuTs TBOe MECTONONDMEHNE;

6. MpW perucTpaLym B COLManbHOM ceT HeobXoANMO UCNONBb30BATL CAIOXKHBIE NAPOK, COCTOALLME
13 BYKB W LMDP W C KOAMYECTBOM 3HAKOB He MeHee 8;

7. [LnA coumManbHON CETM, NOYTBI M APYrvx caiiToB Heobxo4umo WCMOoNbL30BaTL pasHbie Naponu.
Torpa ecnv Teba B3NOMAIOT, TO 3N0YMbILLAEHHWKA NONYYaT AOCTYN TOALKO K OAHOMY MECTY, 8 He BO BCe

cpasy.
3NeKTPOHHbIE AeHbIM

3NeKTPOHHBIE AEHBIM - 3TO O4eHb YA0GHBIA cnocob nnaTtexei, OAHAKO CYLECTBYIOT MOWEHHHUKK,
HOTOPbIE XOTAT NOAYYUTL 3TH ABHBIA.

3/1eKTPOHHbIE ABHLIM NOABUAWCE COBCEM HEAaBHO M MMEHHO U3-33 3TOTO BO MHOTMX rocyAapcTBax
Jl0 CUX Nop HEe NPONWCaHOo NPO HUX B 3aKOHAaX.



B PoccMM e OHW PYHKUMOHWUPYIOT M O HWUX YE NPONMCaHO B 3aKoHe, rAe WX pasfenaloT Ha
HECKONbKO BUJOB - aHOHUMHbBIE U HE @HOHWMHbIE, PasHKULA B TOM, HTO aHOHUMHEIE - 3T0 Te, B KOTOPBIX
paspellaeTca NPOBOAWTL OMEPAUWHK bez waeHTMPMKAUMKM nNONb30BATENA, @8 B HEZHOHWMHBIX
naeHTUdHKALMA NONL30BaTENA ABNAETCA oba3zaTenbHOM.

Takme CAeayeT pasnuyaTh INEKTPOHHbIE PUaTHbIE AEHBIM (PaBHbI rOCYAapCTBEHHBIM BaNiOTam) 1
3NeKTPOHHBIE HedUaTHIE AHbMM (He PaBHbI FOCYAaPCTBEHHbIM BanOTaM).

OcHOoBHble coBeTbl No BesonacHoi paboTe ¢ 3NEKTPOHHLIMK AEeHbramMHu:

1. MpUBAKK K cueTy MoBMNbHbINA TenedoH. ITo camblil yA06HBIA K BbICTPLIA cnocob BoCCTaHOBKTL
poctyn K cuety. MNpuBasaHHbIA TenegoH nomoxet, ecnu 3abygews CBOM NAaTeMHbld Naponb WM
3aiifelb Ha CaifT C HE3HAKOMOro YCTPOWCTBA;

2. Ucnonsayit ogHopasossie naponu. Mocne nepexoaa Ha ycuneHHylo asTopusauuio Tebe yxe He
BymeT yrpoxarh ONAacHOCTb KPaXM UK NepexsaTa NAaTexHoro napons;

3. Bbifepu cnoHblit naponb. fMpectynHukam GyAeT He NPOCTO yragaTe CNOMHLIA Naposib.
HagieKHble Naponu - 3T0 Napoau, KOTOPbIE COAEPXAT He MeHee 8 3HaKOB M BK/IOYAIOT B ce6A CTpoYHbIe
1 nponucHsie ByKBebl, LMPPbI M HECKONBKO CHMBO/IOB, TAKWE KaK 3HaK A0/Napa, gyHTa, BOCKAMLATEN bHbIN
3HaK u T.n. Hanpumep, StRONng!;;

4. He BEOAW CEOM NUYHLIE AaHHEIE HA CaiTax, KOTOPLIM He J0BEpAELUb.
JNeKTPOHHaA no4Ta

3NeKTPOHHaA NOYTa - 3TO TEXHONOMMA W NPEOCTaBIAEMBIE €10 YCNYrU N0 NEPECHIIKE U NONYYEHUIO
3N1EKTPOHHBIX COOBLLEHWIA, KOTOPLIE PacnpPeAensloTca B KomnbloTepHON cetn. O6biuHO 3MEKTPOHHBINA
NOYTOBLIA AWMK BBIMNALMT cheaylowmum obpa3om: MMA_Nonb3osaTena@vma_gomeHa. Takme Kpome
nepeaayu NPoCTOro TEKCTa, MMEETCA BOIMOMKHOCTL Nepeaasath Gainsl.

OcHoBHble coBeTsl no GesonacHol paboTe ¢ 31@KTPOHHOA NOYTOH:

1. Hago Bbi6paTh NpaBMAbHbLIN NOYTOBbINA cepeuc. B HTEpHETE eCTb OrpomHbIH Boibop becnnaTHbix
NOYTOBbLIX CEPBUCOB, OAHAKO NY4ILE OBEPATL TEM, KOTO 3Haellb W KTO NepBblii B pEMTHHTe;

2. He ykKasbigaii B NWYHOW nouTe AWYHY WHbOpmauumio. Hanpumep, Aydwe BeibpaTh
"My3biKanbHbIA_daHat@" unm "pok2013" emecto "temalld”;

3. Wcnonb3yit ABYX3TanHyw aBTopu3auuio. 3TO KOTAE@ NOMMMO MapoiA HYXKHO BBOAMTL KOA,
npuckinaemolid no SMS;

4. Boibepu CNOMHBIA Naponb. [NA KaMAOro NOYTOBOMO AWMKA AO/IKEH BbITh CBOW HadEMHbINA,
YCTOWYKUBBLIA K BINOMY Naponk;

5. EC/M BCTh BO3MOMHOCTb HAaNMCaTh CAMOMY CBOIA IMYHBINA BONPOC, UCMONL3Yi 3TY BO3MOMHOCT;

6. MCnonb3yil HECKONBKO NOYTOBLIX AWMKOB. epBblii AnA YaCTHOW Nepenucku C agpecatamu,
KOTOPbIM Tbl AOBEpAELLb, ITO 3NEKTPOHHBLIA aAPec He HaJ0 UCNONbL30BaTL NPW PErUCTPALIWM Ha dopymax
W caiTax;

7. He oTkpbiBaii daitnbl v Apyrue BNOMEHMA B NUCbMAX, AaXKE €CNU OHW NPULLAK OT TBOKX Apy3eit.
Jlyuie YTOUYHM Y HUX, OTNPABAANM Nk OHKW TeGe 3Th gainbl;

8. Mocne OKOHYaHMA paBoThl Ha NOUTOBOM CEPBMCE Nepej 3akpbiTUeM BKI3AKM C CAHTOM He 3abyap
HamaTb Ha "BoiidTi".



Ku6ep6ynnmHr unm BUpTyanbHOe U3AEeBaTebCTBO

KubepbynnuHr - npecnegosaHue COOBLEHNAMM, COAEPHALMMM ockopbnenus, arpeccuio,
3anyrBaHue; XYMraHCcTBo; coluansHoe 6OKOTMPOBaHHE C MOMOLBIO Pa3/IuiHbIX MHTEPHET-CEPBUCOB.

OcHoeHble coseTbl no Gopbbe ¢ knbepbynnuHrom:

1. He Gpocaiica B 60ii. /lyuwnin cnocob: NOCOBETOBATLCA KaK cebA BECTU W, €CAIU HET TOTO, K KOMY
MoMHO 0BpaTMTbCA, TO BHayane ycnokoutbca. Ecnv Tbl HauyHews oTBevath OCKOPBAEHWUAMK Ha
ockopBNeHUA, TO TONBKO eLue Bonblue pasoKelb KOHGUKT,

2. Ynpaenait ceoeii kubeppenyTauue;

3. AHOHMMHOCTE B CeTW MHMMman. CyllecTByloT cnocobbl BbIACHWTL, KTO CTOMT 338 aHOHWMHBIM
AKKayHTOM;

4. He CTOWT BECTM XyNWraHCKWiA 0Bpa3s BUPTYanbHOW MW3HM. MHTEpHET UKCWUpYeT BCe TBOM
[EeNCTBUA W COXPAHAET UX. Y/4anuTb ux ByAeT KpaitHe 3aTpyAHUTENbHO;

5, Cobniofait CBOI0 BUPTYa/bHYIO YeCTb CMONOAY;

6. WrHopupyi eauHuuHbIid HeraTus. OpaHopasosbie ockopbutensHbie cooblerua aydwe
urHopupoBaTe. OBLIYHO 8rpeccHA NpexpaLLaeTca Ha HayanbHOoM cTaguu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBILIEHUAMM, B COLMANBHBIX CETAX ECTE
BO3MOMKHOCTb 6/I0KMPOBKY OTNPaBKu coobLLeHui ¢ onpeaeneHHbIX aApecos;

8. Ecnm Tbl ceuaetens kubepbynnunra. Teou A@HCTBMA: BLICTYNUTL NPOTUB MpecneaosaTens,
NOKasaTb emy, YTo ero AeWCTBMA OUEHMBAIOTCA HEraTMBHO, NOAAEPMATb MEPTBY, KOTOPOM HYHHA
NCUXONOTMYECKanA NOMOLL, COOBIWTE B3POC/bIM O (haKTe arpeccMBHOMO NOBEAEHUA B CETH.

MobunbHbiA TenedoH

CoBpeMeHHbIE CMapTHOHbI M MAAHWETLI COAGPHET B cebe BnofHe B3poCnbiid dyHKUWOHEN, W
Tenepb OHM MOFYT KOHKYPMPOBaTbL CO CTALHOHAPHBIMKU KOMNBIOTEPAMH. OpHako, cpeacTe 3almnTbl NA
noao6HbIX YCTPOMCTB NOKa O4eHb Mano. TeCTMPOBAHWE U NOUCK YA3BUMOCTEN B HUX MPOMCXOJMUT HE TaK
UHTEHCUBHO, Kak A MK, To e camoe KacaeTca ¥ MOBUNbHbIX NPUADHKEHHHA,

CospemeHHble MOGUNbHbIE Bpaysepbl yXke NPaKTUMeCKu AOTHaNKM HACTONbHbIE aHANoTH, 0/1HaKO
pacwupeHve GyHKUMOHANa BNeYeT 3a coBoii BOAbLLYIO CNOMHOCTE M MEHbLLYHO 33aLMLIEHHOCTb.

[laneKo He BCe NPOM3BOAMTENM BbINYCKAlOT 0BHOBNEHWA, 33KPbIBAIOLWKE KPUTUHECKUE YASBUMOCTU
[NA CBOMX YCTPOMCTB.

OcHOBHbIe cOBETHI ANA BesonacHocT mobunbHoro TenedoHa:

HWUero He ABARETCA No-HacToALemy BecnnaTHbim. ByAb OCTOpOXEH, BeAp koraa Tebe npeanaraiot
BecnnaTHbIi KOHTEHT, B HEM MOTYT BbiTh CKPbIThI KAKWE-TO NAaTHbIE YCNYTH,

[lymait, npexge 4em otnpasute SMS, oto unmn BHAEO. Thl TOYHO 3HaelWb, rae oHu ByayT B
KOHEYHOM uTOre?

Heo6xoanumo 06HOBNATL ONEPaLMOHHYI CUCTEMY TBOEMO cmapTdoHa;

Mcnonb3yit aHTMBMPYCHbIE MPOrpammbl ANA MOBUABHBIX TenedoHOS;



He 3arpy»aii NpUNOKEHUA OT HEU3BECTHOTO UCTOYHWKA, BE/lb OHU MOTYT COAiEPHKaTb BPeAOHOCHOE
nporpammHoe obecneyeHue;

Mocne TOro KaK Tbl BbliiAews C caiiTa, rae BBOAMA NUUHYI0 MHGOPMaUMIo, 3aHAN B HACTPOKK
6pay3epa v ypanu cookies;

MepuoaM4HecKu NPOBEPAH, KAKWE NNATHbIE YCIYTH aKTMBUPOBaHBI HA TBOEM HOMEDE;

[lasait csoit Homep MoBunsHOro TenedoHa TOMBbKO NIOAAM, KOTOPbIX Thi 3HaelWb W KOMY
[OBEpAELLb;

Bluetooth gomkeH 6biTb BLIKAKOYEH, KOFAA Tl UM HE NoNb3yellbes. He 3abbisait vHOrAa NpoBepATL
aTo.

Online urpbi

CoBpemeHHble OHNAAH-MIPbl - 3TO KPAcouHbIe, 3axBaTbiBalowme passneyeHus, obveauHawme
COTHM THICAY YENOBEK NO BCEMY MWPY. MrpoKM MCCNeayioT AaHHbid um mup, obuiaioTea Apyr © APYToMm,
BLINO/HAIOT 33[j@HMA, CPAWAIOTCA C MOHCTPaMK W MONYYaloT ONbIT. 33 YAOBONLCTBME OHW NAATAT
NOKYNAKOT AMCK, ONNAYMBaAIOT aBoHEMEHT UM NPUOBPEeTAIOT KaKWe-To onLuM.

Bce 3T cpeAcTBa MAYT Ha NOAAEPHaHWME W PasBUTUE MIPbl, @ TAKKE Ha Camy be3sonacHoCTL:
COBEPLIEHCTBYIOTCA CMCTEMbI 3BTOPU3alMK, BbIMYCKAOTCA HOBbIE Natiu (undpoeble 2annaTtikM ANA
nporpamm), 3aKpbIBalOTCA YA3BMMOCTH CEPBEPOB,

B noA06HbLIX Mrpax CTOMT OMacaTbCA HE CTO/IbKO CBOMX CONEPHUKOB, CKONBKO KPamK TBOEro Napons,
Ha KOTOPOM OCHOBaHa CMCTEMA aBTOPM3aLMK BONBLUMHCTBA Wrp.

OcHOBHbIe coBeThl No Be30nacHOCTY TBOBTro UrpOBOrD aKKHAYHTa!

1. Echu Apyroi urpok seaet ceba nnoxo unu cosgaet rebe HeNpUATHOCTH, 3a610KMPYii ero B cnucke
WrPOKOB;

2. Mowanyiica agMMHMCTPAaTOPamM MWrpbl Ha NAOX0e MNOBEAEHWE 3TOrO WrpOKa, MKenaTenbHo
NPUNOXKWUTL KAKWE-TO A0KA3ATENLCTBA B BUAE CKPUHOB;

3. He yxasblBait iMuHyo MHpopMaumio B npodaiine urpsr;
4, YBaxah Apyrux y4acTHMKOB No Wrpe;

5. He yctaHasnueait HeodHLWMANbHbBIE NaTHW W MOABI;

6. Ucnonb3yit cnoMHbIe M pasHbie NAponu;

7. [laxe BO BPEMA UrPbl HE CTOMT OTK/IIO4ATb aHTMBMPYC. [NOKa Thi Urpaells, TBOH KOMNbIOTEP MOryT
3apa3uTe.

DUWKMHI UK KpaMa NHYHBIX AaHHbIX

OBLIMHOM Kpamel AeHer U JOKYMEHTOB CErOfHA YMEe HWKOro He YAWEWWb, HO C pasBUTUEM
WHTEPHET-TEXHONOTMI 3N10YMBILNEHHWKM NEepemMecTUIMCb B MHTEPHET, M NPOA0/XKAIOT 3aHUMATLCA
"niobumeim" genom.

Tak NOABMAACH HOBAA Yrpo3a: MHTEPHET-MOLEHHUYECTBa WA GULIMHT, TNaBHAA Le/b KOTOPOro
COCTOMT B NONYYEHUM KOHGUABHLMANBHBIX AAHHBIX NONb30BATENE - NOTUHOB 1 naponeit. Ha aHrnuickom
nasike phishing uutaetca kak duwmr (ot fishing - pbi6Han noens, password - napons).



OcHoeHble coBeTsl No Bopebe ¢ puwmHrom:

1. Cnepy 3a cBOMM aKKayHTOM. ECM Tbl NOAO3peBaellb, YTO TBOA aHKeTa bbina B3nomawa, 1o
HeoBxoanmo 3a6A0KUPOBaTh ee 1 Co0BLMTL aAMUHUCTPATOPam pecypca 06 3ToM Kak MOXHO CKopee;

2. Ucnonb3yi BesonacHbie Be6-caiTbl, B TOM YUCNE, UHTEPHET-MarasMHOB U NOMCKOBLIX CUCTEM,;

3. Wcnonbayit cnoxHble W pasHble naponu. Takum obpasom, ecnu Teba B3nomaior, TO
3N10YMBILLIEHHUKM NONYYAT AOCTYN TONBKO K OA4HOMY TBOEMY NPOQUAIO B CETH, @ HE KO BCEM;

4, Ecnu Teba Banomand, TO0 Heobxogumo npeaynpeawTe BCEX CBOMX 3HAKOMBIX, KOTOpPble
poBasnexbl y Teba B Apy3bAxX, 0 TOM, 4To Teba B3AOManu M, BO3MOMHO, OT TBOErD WMEHH 6yner
pPacchINaThCA CNam U CChINKKA Ha GULLIMHTOBbLIE CaliTbI;

5. YCTaHOBM HaaexHbii naponb (PIN) Ha mobunbHbii TenedoH;
6. OTHNOYM coxpaHeHue napons 8 Gpaysepe;

7. He oTkpbiBail hainbl U ApYrMe BNOMEHWA B NMCbMaX, A3Me EC/TH OHW NPULLNK OT TBOMX Lpy3eH.
Jlyyue yTOUHK Y HHX, OTNPABAANK N1 OHK Tebe 3T daitnbl.

Uudposan penyralma

Lubposas penyTauma - 3TO HeraTMBHaA WAW NO3WTMBHas MHPOPMALMA B CeTH O Tebe.
KomnpomeTupyiowas MHGOPMALUMA, Pa3MelleHHan B WHTEPHETE, MOXeT cepbesHbiM o6pasom
OTpasuTbcA Ha TBOelM peanbHoit usku. "Lludposas penyTauma’ - 37O TBOW UMUK, KOTOpbIIA
bopmmpyetca u3 undopmaumun o Tebe B UHTEpHETE.

TBOe MECTO MUTenscTea, y4ebbl, TBOe ¢GMHAHCOBOE nonomenue, ocobeHHOCTW XxapakTepa u
paccKa3zbl 0 61M3KMX - BCE 3TO HaKan/MBaeTCA B CETH.

MHOrMe NOAPOCTKN NETKOMBICNEHHO OTHOCATCA K NyBAMKaUMu NM4HOKH WHOpMaLIKM 8 UHTepHeTe,
HE MOHUMAR BO3MOMHbLIX NocneacTemit. Thl Aae He CMOMelub A0rajaTeCA O Tom, YTo doTorpadms,
pa3melLieHHan 5 neT Hasag, CTana NPUHMHONR 0TKas3a NPUHATL TebA Ha paboTy.

KomMeHTapuu, pasmewieHne Teomx ¢oTorpadui u apyrne AeACTBUA MOTYT HE MCHE3HYTb Aawe
nocne TOro, Kak Tbl WX yaanuwb. Tbl HE 3Haellb, KTO COXPaHMA 3Ty MHOpMauuio, nonana M OHa B
NOMWCKOBbIE CUCTEMbI M COXPaHWNAach NW OHa, @ MNaBHOoe: YTO NoAyMaloT O Tebe oKpyMaowme NoaM,
KOTOpbIE HaMAYT U YBUAAT 370, HaiiTh MHPOPMELMIO MHOTO IET CNYCTA CMOMET noboit - Kak M3 gobpbix
NoBYHAEHMIA, TaK M C HAMEPEHUEM NPUYMHKTL Bpef,. 3TO MOMKET BbiTh KTO YrogHO.

OcHOBHbIE COBETHI NO 3aWwuTe LudpoBoi penyTaumu:

1. Moaymaii, Npexae Yem 4to-To ny6auKoBaTb W Nepeaasats y ceba & bnore unu 8 COUManbLHON
ceTu;

2. B HacTpoitkax npoduna YCTaHOBM OrPaHUYEHWA Ha NpPOCMOTP TBOEro npoduna M ero
COAEpKMMOro, CAenait ero ToNbLKO "ana apysen”;

3. He pasmewaii ¥ He yKasbieail MHGOPMaLMIO, KOTOPaA MOMeT koro-nubo ockopbnaTb WK
oBuHKaTk.

ABTOpPCKOE NpaBo

CoBpemeHHbIe WKO/LHUKM - AKTUBHbIE NONb30BATENN LUGPOBOro NPOCTpaHCTea, OAHAKO Aaneko
He BCE 3HAIOT, YTO NONBb30BAHUE MHOTMMM BO3MOXKHOCTAMM UudpoBoro mupa Tpebyer cobnioaeHus npas



Ha WHTENNEKTYaNbHYI0 COBCTBEHHOCTD.

TepmMuH "MHTENIeKTYaNbHaA COBCTBEHHOCTE" OTHOCHTCA K Pa3NuuHbIM TBOPEHHAM YEN0BEYECKOro
yMa, HaYMHaA C HOBbIX 30B6PETEHUIA U 3HaKOB, 0603HauaLWMX COBCTBEHHOCTL HA NPOAYKTLI U YCAYTH, U
3aKaHYKHBan KHUramu, GoTorpaduamm, KWHOPUNLMAMK U MY3bIKANBHEIMK NPOM3BEAEHHUAMK,

ABTOpCKME NpaBa - 3T0 NPaBa Ha WMHTENNEKTYaNbHYI0 COBCTBEHHOCTb Ha MPOWU3BEAEHWA HAYKM,
NWTEpaTypbl M MCKycCTBa. ABTOpPCKME nNpaBa BbICTYNalOT B KayecTBe rapaHTMM TOro, HTO
MHTENNeKTyanbHbIA/TBOpYeckuit Tpyn asTtopa He OyaeT HanpacHelM, Aact emy Cnpasegnuebie
BO3MOMHOCTM 3apaboTaTh Ha pe3aynsTaTax CBOero TpyAa, NoNy4nTh M3BECTHOCTb M NPUsHaHKe. HukTo bes
pa3pelleHMA 3aBTOPa He MOMET BOCMPOM3BOAWTE €ro npousBefeHWe, pacnpocTpaHATb, ny6auyHO
AEMOHCTPMpOBaTL, NpoAaBaTe, WMNOPTMPOBATb, NyCKaTe B NPOKaT, nybAMYHO  MCNOMHATS,
nOKa3blBaTh/McNoNHATE B 3dbKUpe UAW pasmelats 8 MHTepHeTe.

Mcnonb3osaHue "nupaTckoro” nporpammHoro obecneyeHna MOKET NPUMBECTH K MHOTMM PUCKaM:
OT NOTEPH AAHHbIX K TBOMM akKayHTam 0 6/10KMPOBKM TBOETO YCTPOIACTBA, M€ YCTaHOBNEHa HeneranbHan
nporpamma, He CTOUT Takme 3abbiBaTh, YTO CYWECTBYIOT NeranbHble M becnnarHbie Nporpammsl, KoTopbie
MOHO HaTK B CETH.

O noprane

CeTeBU4OK.pd - TBOW rNaBHbIA COBETYMK B CETH. 348Ch Thl MOMELb Y3HATb O HezonacHoCTH B CETH
MOHATHBIM 1 4OCTYMHBIM A3bIKOM, @ NPW BO3HUKHOBEHMM KPUTUUECKOIA CUTYaLmn 06paTiTLCA 33 COBETOM.
A TaKKe NPUHATb Y4acTHE B KOHKYPCAX M CTaTb CambiM LUGPOBLIM rpamaaHuHom!

Mpunoxenune N 3
NAMATKA A8 POAUTENEA OB MHOOPMALIMOHHOMW BE30NACHOCTH DETEN

OnpegeneHne TepMuHa "MHdopmauuoHHas GesonacHocTb nerei” cogepwurca B PepepansHom
sakone N 436-03 "0 3awuTe AeTelt 0T MHGOPMaLMK, NPUYMHAIOWEH BPea UX 300POBbLI0 U PasBUTHIO",
peryMpYIOLMM OTHOWEHWA, CBA3aHHbIE C 3aMTON AeTelt OT UHPOpPMaLMK, NPUYUHAIOLEH Bpeq ux
30pOBbIO ¥ (M) paseuThio. COrNacHo AaHHOMY 3aKOHY "MHOPMaLMOHHaA GesonacHocTb feteid" - ato
COCTORHME 3aLMLLEHHOCTW, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIA C NPUYMHEHHEM nHbopmaumei
BpeAa WX 3[0POBbLIO U (Mn) GU3NYECKOMY, NCUXUHECKOMY, AYXOBHOMY, HPABCTBEHHOMY PasBUTHIO.

B cuny PepepansHoro 3akoda N 436-®3 undopmaupmen, npUYMHAIOWER Bpes 300p0BbI0 U (Mnu)
pasBuTHIO BETEH, ABNAETCA:

1. uHdopmauma, 3anpeleHHan Ana pacnpocTpaHeHna cpean netei;

2. WHhOPMaLMA, PacNPOCTPaHEHWE KOTOPOH OrPaHNUYEHO Cpeau [eTeid onpeeneHHbiX BO3PacTHbIX
KaTeropuu.

3. K MHbOpMaLmK, 3anpelugHHoN ANA pacnpocTpaHeHUA cpeau [eTel, OTHOCHTCA:

4, wndopmauua, nobymaaouian NeTel K COBEpLUEHUID AEBWACTBUIA, NPeACTaBNAIOWMX Yrpo3y X
MU3HW W (UnK) 300pOBELIO, B T.4. NPUYMHEHKIO BpE4a CBOEMY 340POBbID, camoybBuicTey;

5. cnocoBHOCTb BbI3BATD Y AeTel enaHue ynotpebuts HapkoTUHecKUe CPeACTBa, NCUXOTPONHBIE W
(wan) opypmanusaiowue Bewectsa, TabauHble u3Aenws, ANKOTONbHYID W CNUMPTOCOAEPIKALLYIO



NPOAYKUMIO, UBO U HANWTKK, M3rOTaBNWBAEMbIE HA €r0 OCHOBE; NPHHATL y4acTe B a3apTHbIX Wrpax,
3aHUMATLCA NPOCTUTYLMER, BpOAAKHUYECTBOM UK NONpoLLaHHUYECTBOM;

6. 0BOCHOBBIBAIOWAA WM ONpaBAblBaloWE@n AONYCTUMOCTE HACUAUA W (unu) mectokoctu nubo
noByKAOWAR OCYILECTBNATE HACUNBCTBEHHbIE AEHCTBUA N0 OTHOLWEHUIO K IOAAM U JKUBOTHLIM;

7. OTPUUAIOLLEA CEMENHbIE LLEEHHOCTH U GOPMUPYIOLLIAA HEYBAXKEHUE K POAUTENAM U {1nu) apyrum
YNeHaM CeMbH;

8. onpaeabiBaollan NPOTMBONPABHOE NOBEAEHWE;
9. coaepaLLan HeueHaypHylo bpaHs;
10. copepawan nHGopMaLuio NopHorpaduyeckoro xapakTepa.

K MHdOpPMaLMK, pacnpoCTPaHeHUe KOTOPOW OrpaHMYeHo cpeay AeTeid onpeaeneHHoro Bo3pacra,
OTHOCHTCA:

1. UHGOPMALMA, NPe/CTaBNABMAR B BUAE M306paKeHUA AN ONMCAHMA MECTOKOCTH, pUINIeCKoro
W (MNK) NCUXMUYECKOTO HACUAUA, NPECTYNAEHUA MU MHOTO aHTHOBLWEeCTBEHHOTO AECTBUA;

2. BLI3bIBAIOWAA Y AETEH CTPax, Yac MK NaHKKY, B T.4. NpeacTaBnaeman B BUAe n3obpameHua unm
ONMCAHUA B YHUKAIOWEl Ye0BeYecKoe AOCTOMHCTBO Gopme HEHacMNbCTBEHHOW cMepTH, 3abonesanua,
camoyBMICTBa, HECHACTHOTO CNy4an, aBapuu MK KaTacTpodsl U (wnu) ux nocneacTeui;

3. npeacTasnaeman B BUAe M306pakeHUA MNU ONUCAHHA NOJIOBbIX OTHOLIEHWIA MEXOY MYHYMHOH
M MEHLWWHOW;

4. copepallan GpaHHble CNoBa W BbIPAXKEHWA, HE OTHOCALLHECH K HeueH3ypHoi BpaHu.

C yueTom 370r0 Bam npegnaratoTca npasuna paboTkl B ceTn UHTEPHET AN1A Pas/MyHbIX BO3PaCTHLIX
KkaTeropuit, cobniofeHHe KOTOPbIX N03B0AKT 0BecneunTs MHPOPMALMOHHYIO He30nNacHOCTL BaLLMX AETEN.

O6wwme npasuna Ana poautenei

1. He3saBucumo OT Bo3apacta pebeHka MCnonb3yiite nporpammHoe obecneyeHne, nomorawoulee
$UNLTPOBATH MU KOHTPONMPOBaTE MHHOPMALIMIO, HO He nonaraiiTecb NOAHOCTBIO Ha Hero. Balle BHUMaHKWE
K pe6eHKy - TaBHbIA METOA 3aLWuThI.

2. Ecnu Baw peBeHOK WMEET aKKayHT Ha OfHOM M3 COUWaNbHbLIX CepBUCOB (LiveJournal,
blogs.mail.ru, vkontakte.ru M T.n.), BHAMATENbHO W3Y4MTE, KaKYlO WHDOPMaLMIO MOMELEKT ero
Y4aCTHUKM B CBOMX Npodunax u Bnorax, BkAKOYaA tdoTorpadum U BUAEO.

3, MNposepsTe, € KAaKMMKU APYrMMM CAWTamu CBA3AH coumaneHeiil cepeuc Bawero pebeHka.
Crpanuukm Bawero pebenka MmoryT 6biTb BesonacHbIMK, HO MOMYT WM COAEPMETh CCbIIKM Ha
HesKenaTenbHble M ONacHble CaifTbl (HanpUMep, NOPHOCAWT, MAW CaWT, Ha KOTOPOM APYT ynomuHaer
Homep coToeoro Tenedona Bawero peberka unv Baw JomawHuii agpec)

4. MoowpaiiTe Bawwx aeted coobuiat 060 Bcem CTPaHHOM MK OTTaNKuBaKOWEM U HE CAULLKOM
OCTpO pearupyiTe, KOraa OHW 3TO AenaioT (M3-32 Onacexua NOTepATE AOCTYN K WHTEPHETY AeTH He
FOBOPAT poauTenam o NpoBnemax, a TaKKe MOTYT Ha4aTb UCNO/b30BaTb WHTEpHET BHE OMa W LKObI).

5. byabTe B Kypce ceTeBoi musHu Bawero peBenka. MHTepecyifTecs, KTO ux Apy3bA B MHTEPHET Tak
e, KaK WHTepecyeTech peanbHbiMi APY3bAMU.

Bospacr ot 7 ao 8 ner



B WuTepHeTe pebeHoK cTapaeTcA NOCETHUTE Te WK UHble CaWTbl, 8 BO3MOMHO W Y4aTbl, pa3pelieHue
Ha MOCELeHWe KOTopbiX OH He nonyunn 6bl OT poguteneid. Moatomy poguTenam ocoBeHHO nonesHbl
GyoyT Te OTueThl, KOTOpble MNPeAOCTaBAAIOTCA MPOrpammamu Mo OFPaHWYEHUID MCNONbL30BAHMA
WHTepHeTa, T.e. POAUTENBCKUIA KOHTPONL UM TO, YTO Bbl CMOXETE YBUAETbL BO BPEMEHHBIX daitnax. B
pesyneTate, y pebenka He GyaeT OWylWEHWA, YTO 38 HUM BejeTcA NOCTOAHHLIA KOHTPOAb, OAHAKO,
poauTenu ByayT NoO-MpemHeMy 3HaTb, Kakve caiiTel nocewaer ux pebexok. [leT 8 AaHHOM Bo3pacre
06NaAal0T CUNBHBIM HYBCTEOM CEMbM, OHW AOBEPYMBLI M HE COMHEBAIOTCA B aBTopuTeTax. OHu niobAT
WrpaTh B CeTeBbIE UIPbl W NYTELWeCTBOBaTh N0 MHTEPHETY, MCNOABL3YA 3NEKTPOHHYIO NOYTY, 3aX0AUTL Ha
caiiTbl ¥ YaThbl, HE PEKOMEHL0BAHHbIE POAUTENAMM.

CoseTbl No 6e30nacHOCTH B ceTH MHTEpHET anA aeten 7 - B net

1. Co3aaiite CNMCOK AOMALLHWX NPaBuA NocelueHnn MHTepHeTa Npyu y4acTuk AeTeid u TpebyiTe ero
BbINONMHEHHA.

2. Tpebyite ot Bawero pe6eHka cobnioaeHna BpeMEHHbIX HOPM HaX0MAEHUA 33 KOMNbLIOTEPOM.
MokamuTe pebexky, uTo Bol HabniogaeTe 3a HAM He NOTOMy YTo Bam 370 XxO4eTcs, a NOTOMy 4TO Bebl
BecnokouTeck 0 ero 6e30nNacHOCTH W BCErAa roToBbl EMy NOMOYb. —

3. KOMAbioTEp C NOAKMOYeHWeM K WHTEPHETY O/MeH Haxoautsca B obuied komHate nog
NPMCMOTPOM poaHTENei.

4. McnonbayidTe cneuuantHble AETCKME NOMCKOBbIE MalLMHbI.

5. WMcnonb3yidTe cpeactea GNOKMPOBAHUA HEMENATENBHOTO KOHTEHTA Kak [OMNofHeHWe K
cTaHaapTHOMy POAUTENBCKOMY KOHTPOIO.

6. Co3aaiiTe cemeiHblii INEKTPOHHBIA AWMK, 4TOBbI HE NO3BOAWUTL AETAM WMETb cobcTBeHHbIE
agpeca.

7. BnokupyiiTe poctyn K caiitam C 6ecnnaTtHbiMM MONTOBLIMK ALMKAMM C NOMOLBIO
COOTBETCTBYIOLLEro nporpammHoro obecneyeHua.

8. Mpuyuute peTeld coseTosaTbcA ¢ Bamu nepep onybnukoeaHuem Kakol-nubo mHpopmaumu
cpefcTBaMK 3NEKTPOHHOMN NOYTLI, 4aTOB, PErMCTPALMOHHbIX dopm v npodunei.

9, HayuuTe AeTeit He 3arpykath (aiabl, NPOrpammel UAKM My3biky 6e3 Bawwero cornacua.
10. He paspewaiiTe AeTAM MCNOABL30BATHL CNYXBbl MrHOBEHHOTO 0BMeHa coobLeHnamMu.

11. B "6enbiii" CIMCOK CaifTOB, pa3pelueHHbIX ANA NOCELEeHUA, BHOCUTE TO/IbKO CaiTbl € XOpowWei
penyTauuen.

12. He 3abbiBaiite Geceposats ¢ AeTbMM 06 ux Apy3bAx B MHTepHeTe, Kak ecau Bbl peyb wna o
APY3bAX B PEANBHON HUIHK.

13. He penaiite "taby" 13 BONPOCOB NONOBOI MM3HM, TaK Kak B WUHTEpPHETE AETM MOTYT NIETKO
HAaTKHYTLCA Ha NOpHOrpacduio UM CaiTol " AnA B3pocnbix”.

14. Npuyyute Bawero pebenka coobuwats Bam o nobbix yrposax unu Tpeeorax, CBA3aHHbIX C
WHTepHeTom. OcTasaiTech CNOKOWHBIMWA W HANOMHWTE AETAM, YTO OHW B 6e30MacHOCTH, eCNH Camu
paccKa3anu Bam O CBoux Tpesorax. MoxsanuTe ux v NOCOBETYHATE NOAOHTH ele pas B NOAOBHLIX CAYYaAX.

Bospacr aeteii ot 9 ao 12 ner



B naHHOM BO3pacTe AETH, KaK NPaBWUNO, YKE HACbIWaHEI O TOM, Kakas nHpopMaLMA CYLLECTBYET B
WHTepHeTe. CoBEpPLIEHHO HOPMAIbHO, YTO OHM XOTAT 3TO YBUAETL, NPO4ECTL, YC/bIWATL. MpH 3TOM HYHHO
NOMHMWTE, YTO AOCTYN K HEeMenaTenbHbIM MaTEpWanam MOMHO NErko 3abNOKMPOBaTL NPW NOMOLLM
cpeacTe POOUTENBCKOMO KOHTPOAA.

CoseTbi no Ge3onacHocTv aAnsA getei oT 9 po 12 net

1. Co3paiiTe CNMCOK AOMAWHWX NpasuA noceleHua MHTEpHET Npu y4acTHu peteit u Tpebyiite ero
BLINONAHEHMA,

2. Tpebyiite ot Bawero pebenka cobnl0AEHUA HOPM HAXOKAEHUA 38 KOMNBIOTEPOM.

3. Habniogaiite 3a peGernkom npu paboTe 3a KOMNLIOTEPOM, NOKaMKKTE emy, YTo Bol BecnokouTech
0 ero 6e3onacHOCTM W BCErAa roToBbl OKa3aTh MY NOMOLG.

4, KomnbloTep ¢ nogknwoueHvem B MHTEpHET [Jo/mKeH HaXoAWTeCA B obwelt KomHaTe nog
NPUCMOTPOM poauTenen.

5. Mcnonb3yiiTe cpepacTBa DNOKMPOBAHMA HEKENaTeNbHOTO KOHWTEHTA Kak [AOMONHEHWE K
cTaHaapTHOMY POAUTENBCKOMY KOHTPONIO.

6. He 3abbiBaiiTe NpMHUMATL HENOCPEACTBEHHOE Y4acTHe B Wu3HW pebeHka, GeceqoBath € AETbMM
06 ux apy3aeax B MHTEpHETE,

7. HactaupaiiTe, 4ToDbl AETW HUKOrAa HE COFNAlLaNnUCb Ha JIMYHbIE BCTPEYM C APY3bAMW NO
WHTepHeTy.

8. MNo3BoNATE AETAM 3aX0/AMTh TONLKO Ha caliThl U3 "6enoro” cnucka, KOTOpeIi co3aaiTe BmecTe C
HUMM,

9. MpuyuwTe AeTeil HUKOrAA He BbIAABATH IMYHYI0 MHbOPMaLWIo CpeaCTBaMM 3/IEKTPOHHOM NOYTHI,
YaTOB, CHCTEM MrHOBEHHOTO 06MeHa coobueHAMM, PErHCTPaLMOHHBIX dopm, MuuHbBIX Nnpoduneil u npu
pervcTpanyMu Ha KoHKypebl B MHTepHeTe.

10. MpuyuuTe geTeil He 3arpymaTh nporpammbl 6es Bawero paspewerms. OE6BACHUTE UM, YTO OHM
MOTYT CAYHaiiHO 3arpy3uTb BUPYChl UNM AAPYTOe HeXenaTeNbHOe NporpaMmmHoe obecneveHue,

11. Coapaitte Bawemy pebeHKy OrpaHHueHHYI0 YHeTHYI0 3anucs Ana paboTel Ha KOMNbIOTEPE.

12. Npuyuute Bawero pebexka coobuwars Bam o MoBbix yrpo3ax WAW Tpesorax, CBA3AHHBIX C
WHTepHeTOM. HanomHWTE AETAM, 4TO OHM B 630NaCHOCTH, BCIM CaMM PaccKa3any Bam O CBOMX TpeBorax
W ONAaceHHuAX.

13. PacckamuTe aeTam o nopHorpaduu B MiHTepHeTe.

14. Hacrausaiite Ha Tom, uTo6bl AETM NPeAOCTaBNANW Bam AOCTYN K CBOei 3/1eKTPOHHOMW novTe,
yTo6bl Bbl yBeAMANCH, YTO OHW He 061LaI0TCA C HEe3HaKOMUAMM.

15. O6BLACHWATE AETAM, 4TO HENb3A MCNO/b30BaTh CETh A/IA XY/IMFAHCTBA, PACNpPOCTPAHEHUA CNNeTEH
WK Yrpos.

Bospacr geteid ot 13 go 17 ner
B 3TOM BO3pacTe NOAPOCTKIA aKTMBHO MCNOMB3YIOT NOMCKOBbLIE MALUWHBI, NO/L3YIOTCA 3N1EeKTPOHHOIH

noyToi, CAyK6aMK MrHOBEHHOTO 06meHa COOBLUEHUAMM, CKaUMBAIOT MY3bIKY W punbmbl. Mans4ukam B
3TOM BO3pacTe 60AbLUE NO HPaBY CMETaTh BCE OTPaHUYEHNA, OHM KaXayT rpyBoro lomopa, a3apTHbIX UIp,



KapTMHOK "gnA B3pocnbix”. [leBouKM NpegnoumnTaioT obWaTsCA B YaTax, NPK 3TOM OHU ropasao bonee
YYBCTBMTE/bHBI K CEKCYaNbHbIM AOMOraTeNbcTeam B MinTepHerte.

3auacTyio B 4aHHOM BO3PacTe POAWTENAM YKe BECbMA C/IOXHO KOHTPONMPOBATL CBOMX aetei, Tak
KaKk 06 MHTEPHETE OHM YHe 3HAKOT 3HaYMTENBHO Bonblue CBOMX poguTenen. Tem He MeHee, He OTRYCKaiTe
feTeit 8 "cBoBogHoe nnasanue" no MHTepHeTy. CTapaiiTech aKTMBHO y4acTBOBaTL B 06LWEHNM pebeHka B
WHTepHeTe.

BaKHO no-npexHemy crporo cobniogats npasuna UHTepHeT-6e30nacHoCTH - CornalleHne Mexay
poauTeENAMM M AeTbMH. Kpome TOro, HeoGXOAMMO Kak MOXKHO 4auje NpocmaTpusaTh OTYETHI O
AeATeNbHOCTH AeTeit B MutepHere, CneayeT o6patuTb BHMMaHWEe Ha HEOBXOANMOCTb COAEPHAHMWA
pOAMTENbCKMX Naponeit (naponeil agMWHUCTPATOPOB) B CTPOTOM CeKpeTe M obpaTuTe BHUMaHWE Ha
CTPOroCTL 3TUX Naponei.

Cosetbl no GezonacHocTy B 3ToM Bo3pacre ot 13 go 17 net

1. CospaiiTe CNMCOK AOMALUHMX NPaBu/ NOCeWweHus WHTepHeTa npu y4actu NOAPOCTKOB W
tpebyiite GesycnosHoro ero eeinonHeHua, OBrosopute ¢ pebeHKOM CNMCOK 3anpelieHHbIX caiToB
("yepHbIit cnucok"), yacel paboTkl B MHTEPHETE, PYKOBOACTEO NO obweHuio 8 MHTepHETe (B TOM uMChe B
yaTax).

2. KoMnbioTep € NoAKIYeHem K ceTH WHTEPHET JO/MKEeH HaXx0AUTLCA B obLiei KomHaTe.

3. He 3a6uigaiiTe BeceoBaTh € AeTbMK 06 Ux Apy3baX B IHTEpHETE, O TOM, YEM OHW 33HATLI TAKUM
oBpa3zom, ByATO peub MAET O APy3bAX B PEANbHOW HUIHM. CnpaluBaidTe 0 NIOAAX, C KOTOPbIMK OETH
o06uwaloTcA nocpeaAcTBom cny6 MrHoseHHoro obmeHa coobuieHuamy, utobbl yBeauTLCA, YTO 3TH NIOAK
MM 3HAKOMbI.

4, Wcnons3yiTe cpeacTBa GNOKMPOBaHUA HEMENaTeNbHOTro KOHTEHTA KaK [OMNOMHEHWE K
cTaHAapTHOMY PoAWTENBCKOMY KOHTPOMO,

5. HeoBx0AMMO 3HaTb, KaKMMW 4YaTamu Nonb3yioTcA Bawwu AeTu. MoouwlpaiTe Mcnons3oBaHWe
MO/ZepUPYeMbIX HaToB W HacTausaiTe, YTobbl AeTH He 06LANUCE B NPUBATHOM pPEHMME,

6. HacTauBaiiTe Ha TOM, YTOGbI A€TH HUKOTAa HE BCTPEYaNMCh IUYHO C APY3bAMU W3 ceTH MHTepHeT.

7. NpuyuuTe geTeil He BblAABaTb CBOKD NHYHYIO MHPOPMALMIO CPEACTBAMMU 3NEKTPOHHOM NOYTI,
4aTOB, CUCTEM MIHOBEHHOTO 0BMeHa COOBLEeHHAMM, PETUCTPALMOHHBIX dopm, MMUHBIX Npodunei u npu
PerucTpaummu Ha KoHKypcbl B HTepHeTe.

8. MpuyuuTe AeTel He 3arpyKaTb NPorpammel Be3 Bawero paspeweHun. OBbLACHUTE UM, YTO OHM
MOTYT C/ly4aiiHO 3arpy3uTb BUPYChI UK APYTrOe HeXKenaTenbHoe NporpaMmHoe ofiecneyenue.

9. Mpuyunte Bawero pebexka coobuwate Bam O N0GbIX Yrpo3ax MM TPeBOrax, CBA3AHHBLIX C
WHTepHeTom. HanomHuTe AeTam, 4TO OHU B 6830NaCHOCTH, EC/IM CaMK PaccKasanu Bam, 0 CBOMX yrposax
unu Tpesorax. MoxsanuTe WX U NOCoBETYHTE nopaoitTK ewe pas B noAobHbIX cy4anx.

10. PacckamuTe AeTam o nopHorpaduu B MHTepHeTe. MomoruTe MM 3aLMTUTECA OT cnama. HayuuTe
NOAPOCTKOB HE BbiAaBaTb B WHTEpHeTe CBOEr0 peasbHOro 3NEKTPOHHOTO aapeca, He OTBEYaTb Ha
HEKENATe bHbIE MUCLMA M UCNO/B30BaTh CNeLUantHble NOYTOBbIE GUALTPLI.

11. MpuyuuTe ceba 3HAKOMUTBLCA C CaTamK, KOTOPbIE NOCELIAIOT NOAPOCTKH.

12. Hayuute geTeil yBamaTe ApYrux B UHTEDHETE. Y6eauTeck, YTO OHW 3HAKOT O TOM, 4TO Npasuna
XOpPOLIEro NOBEAEHWA ARWCTBYIOT BE3AE - AAe B BUPTY3NbHOM MUPE.



13. OBvAcHUTE AETAM, YTO HW B KOBM CAy4ae Henb3A WCnoib3osaTh CeTb ANA XYNMraHCTea,
pacnpocTpaHeHHA CNAETEH WK Yrpos APYrim N0gam.

14, Obcyaute ¢ noppocTkamu npobnembl CETEBbIX a3apTHLIX MIP W MX BO3MOMHbBIA PMCK.
HanomuuTe, YTO AETH HEe MOrYT UrpaTh B 3TW UIPbl COFNACHO 3aKOHY.

MocToAHHO KOHTPONUPYHTE Ucnonb3osatue MHTepHeTa Bawum pebGerkom! 310 He HapylweHwe ero
/MYHOTO  NPOCTPaHCTBa, @ Mepa nNPeaocTOPOMHOCTM WM npossneHde Bawel poauTensckoi
OTBETCTBEHHOCTH U 3a60Tbl.




